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q Showcase how the Healthcare industry is reshaping itself completely by applying data-centric
technologies and creating new businessmodels.

qAnalyze the increasing attack surface as IoT andmedical devices are on the rise.

qPropose 4 fundamental pillars of an Information Security model to build resiliency for the
current and future threats in Healthcare.

Key Take aways of the session
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The inherent value of data
How lifestyle generates data



The inherent value of data
Body as a data generator
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q The amount of data to collect and analyze is huge but technology is already available.

q Unlocking insights from medical records would be of high value and benefit to all key stakeholders in
the health care ecosystem — patients, health care providers, payers, pharmaceutical companies and
medical device manufacturers [1]

q Increasing costs from an aging population in developed countries creates pressure on National
Healthcare systems: cost efficiencies through data management.

q Dr. Peter Diamandis (Health Longevity Inc): “We’re going to see Apple and Amazon and Google and all
the data-driven companies that are in our homes right now become our healthcare providers “

q Amazon Alexa is compliant with U.S. HIPAA laws. There are more than 2,000 health wellness skills on its
platform

The informational challenge

[1] Source: EY: Realising the value of health care data: a framework for the future
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q Google Ventures has backed more than 30 health
and life sciences companies since January 2018 (GV
largest investing team) [1]

q Amazon, Berkshire Hathaway and J.P. Morgan
partnership on “Project Haven”.

q Global End-User Spending on Wearable Devices to
Total $62 Billion in 2021 (vs $32b in 2018) [2]

q Digital Health is expected to be the industry with the
biggest growth in digital driven by mHeath
initiatives.

q Internet of Medical Things (IoMT), 5G roll-out,
advances in AI, blockchain for EHR,… will create
multi-billion business opportunities.

And the business opportunity

Source: The Future According To GV (https://www.cbinsights.com/research/gv-google-ventures-
investments/)Source: https://www.gartner.com/en/newsroom/press-releases/2019-10-30-gartner-says-global-end-user-spending-on-wearable-dev

Investment in Healthcare is dramatically increasing

Source: https://www.gartner.com/en/newsroom/press-releases/2019-10-30-gartner-says-global-end-user-spending-on-wearable-dev
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Verily Life Sciences
formerly Google Life Sciences, est. Dec 2015

Source: Verily’s Corporate presentation at 38th JPMorgan Healthcare Conference, 13th Jan 2020
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Tech Giants entering into Healthcare

Source: EY Report: When the human body is the biggest data platform, who will capture value? 
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The technology is here already

Source: Philips Lumify
(https://www.usa.philips.com/healthcare/sites/lumify)



Information Security & Healthcare 
A story of love & hate

q Information Security traditionally overlooked in Healthcare environments

q Huge dependency of unsecure third party equipment and legacy protocols (DICOM, etc) not subjected
to regular updates

q Cultural approach still focused in Privacy rather than Cybersecurity

q Percentage of InfoSec investment not aligned with the increasing risk profile

q Traditional security solutions not fully suite to healthcare environments: need to rethink our approach



The battlefield

q Dependency of third party SW and equipment inc legacy

q Cultural problem
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Always available?

Source: Engadget (https://www.engadget.com/2016/02/19/hospital-ransomware-a-chilling-wake-up-call/)
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Always reliable?

q Researchers at Ben-Gurion University
(BGU) have developed malware to
demonstrate vulnerabilities in CT
(computerized tomography) and MRI
(magnetic resonance imaging

q Medical scans were altered to add or
remove images of tumours using a
generative adversarial network (GAN)
trained using medical images that are
available for free on the internet.

q Radiologists and AI algorithms used to
aid diagnosis misdiagnosed 99% of the
scans that had been altered to add a
tumour and 94% of those where
cancerous cells were digitally removed.
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Always available?
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Always private?



Suitable for all categories business

PHI data is 10x valuable than financial data



Did you know…
The first ransomware attack (1989)

Source: https://en.wikipedia.org/wiki/AIDS_(Trojan_horse)
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Has been growing since then



With unexpected impacts

q On 14th May 2021, the HSE was subjected to a serious
criminal cyberattack, through the infiltration of IT systems
using Conti Ransomware.

q With over 80% of IT infrastructure impacted and the loss of
key patient information and diagnostics, this resulted in
severe impacts on the health service and the provision of
care.

q The HSE employed the assistance of An Garda Síochána,
the National Cyber Security Centre, Interpol and the Irish
Defence Forces.

Conti cyber-attack on the HSE Independent Post Incident Review

https://www.hse.ie/eng/services/publications/conti-cyber-attack-on-the-hse-full-report.pdf
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Regulations still developing
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4 basic pillars for a Healthcare InfoSec model 

◦ Understand your threat 
profile and attack surface

◦ Identify key assets within the 
environment, focus on (m)IoT

◦ Patching and avoid outdated 
SW versions.

◦ Consider advanced 
protection, far beyond 
traditional AV.

◦ Isolate environments. Apply 
network segmentation

◦ Secure methods for remote 
access

◦ Categorize and protect entry 
points to your infrastructure

◦ Apply advanced network 
traffic analytics 

◦ The weakest factor is always 
the human factor: regular 
awareness programmes.

◦ Understand employee 
motivations and help them to 
comply with security policies.

◦ Issue guidelines to employees 
on Information Security.

◦ Industry guidelines and 
support for their 
implementation

◦ Sponsor cyber measures 
within manufacturing 
community

◦ Drive a collaborative 
approach and good 
Cybersecurity practices

◦ Ensure strong end-to-end 
encryption for medical 
devices

◦ No-trust  policy by default 
when connecting devices

◦ Firmware cryptographically 
signed as mandatory

◦ R&D investment

◦ Promoting adoption of 
vulnerability disclosure 
policies

◦ Translating the Common 
Vulnerability Scoring System 
(CVSS) for medical devices

◦ Bug-bounty initiatives for 
medhacking

◦ Manufacturers liability for 
unsecure products

Endpoint  & Infrastructure 
protection

Employee Awareness Best practices and regulations Research
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Thanks

https://www.linkedin.com/in/ivansanchezlopez

https://www.linkedin.com/in/ivansanchezlopez

